Backup to Object Storage
How Veeam & OSNexus Can Help
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OSNexus with Veeam SOBR

Scale-out Backup Repository (SOBR)
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Single Cluster OSNexus with Veeam SOBR

—  Scale-out Backup Repository (SOBR) —
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OSNEXUS Object Storage Cluster Setup

Easy to setup

QuantaStor cluster setup steps
* Create the Scale-out Cluster
* Add Storage Media to Cluster

CapaC|ty Tier bucket setup
Create the Object Storage Zone
* Create the S3 Gateway service instances
* Create a S3 User (eg: veeamadmin)
* Create a S3 Bucket (eg: vcapacity)
Performance Tier network share setup
* Create a Scale-out File Storage Pool
* Create MDS service instances
* Create a management user (veeamadmin)
* Create a Network Share (eg: vperformance)
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Veeam Performance Tier Repository Setup

Easy to setup

* Add Repository

* Choose ‘Network attached storage’

* Choose ‘SMB share’

* Name the repository (eg: vperformance)

* Enter the SMB URL (eg: \\10.0.8.80\vperformance)
* Click ‘Finish’

i REPOSITORY TOOLS + ol 10.0.66.162
= HOME CKUP REPOSITORY

Manage Repository  Tools

Backup Repositories Add Backup Repository
xternal Repositories Select the type of backup repository you want to add.
Scale-out Repositories
ccelerators
Service Providers
Direct attached storage

Microsoft Windows or Linux server with internal or direct attached storage. This configuration enables data
movers to run directly on the server, allowing for fastest perfformance.

Network attached sto
Network share on a file server or a NAS device. When backing up to a remote share, we recommend that you

P e. W
dicros i indons select a gateway server located in the same site with the share.

Deduplicating e iance
Dell EMC Data Domain, Grid, HPE StoreOnce or Quantum DXi. If you are unable to meet the requirements of
advanced integration via native appliance API, use the network attached storage option instead.

Object storage
On-prem object storage system or a cloud object storage provider. Object storage can only be used as a Capacity
Tier of scale-out backup repositories, backing up directly to object storage is not currently supported.

Cancel
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Veeam Capacity Tier Repository Setup

] T REPOSTORYTOOLS wl 10066.162

Ea Sy to Setu p New Object Storage Repository
e - Summary

. Add Reposﬂ:ory ﬁ You can copy the configuration information below for future reference.
* Choose ‘Network attached storage’ o
* Choose ‘Object storage’ e 2 E e Summary:
° Choose \S3 Compatl blel - ___ . : et ec i&;;e(pk:‘j:::ov_,r was successfully created.
. Na me the repos|t0ry (eg 0 VcapaCIty) P e ] |- ‘ C;e;lt;c; by WIN-T7VPA0Q6ISD\Administrator at 9/24/2020 11:32 PM.
* Enter the S3 URL (eg: https://10.0.8.80:7480)  pummmm St Serace ot Rps/1008050 =«
* Enter Access Key/Secret Key for S3 User s e e i 2o
* Select the bucket and folder : Storage consumption limit: unlimited

- = ’ Recent backups will not be immutable
* Click ‘Finish

## Data & Journal Devices
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Veeam Scale-out Backup Repository Setup

i SCALE-OUT REPOSITORY TOOLS +H ol 10.0.66.162

SCALE-QUT REPOSITORY

Easy to setup

* Select ‘Scale-out Repositories’ age Scale.out Repository | Manage Settings
* Select 'Add Scale-out Repository” e

* Name the repository (eg: vsobr) et Newscaue-o::;kupRepcm

* Select the performance tier (eg: vperformance) | Backup Repositori E=3 Typeina name and descrpton fortisscale-out backup repository.

xternal Reposite

* Select the capacity tier (eg: vcapacity) .
» Click Finish

Description:
CCHEm GRS . = Created by WIN-4388J4970ET\Administrator at 4/28/2021 7:43 PM.
rtual Labs ’

Summary

[« Microsoft Windows
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Veeam Immutability Configuration

New Object Storage Repository

Bucket

Specify object storage system bucket to use.

Also, easy to setup il

Name Bucket:

+ Choose the bucket with object lock

» Create folder within bucket

 Select the option to make immutable
» Define immutable duration

Account lockedbucket Browse...

Bucket Folder:

Summary immutablebackups Browse

[] Limit object storage consumptionto: |10~ |18

This is a soft limit to help control your object storage spend. If the specified limit is exceeded, already
running backup offload tasks will be allowed to complete, but no new tasks will be started.

[V] Make recent backups immutable for: |30 < days

Protects recent backups from modification or deletion by ransomware, malicious insiders and
hackers using native object storage capabilities. Object storage must support S3 Object Lock feature.

< Previous Apply Cancel
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Designing Scale-out Object Storage

NS

DeSIg n G u idel i nes | QuantaStor Scale-out Storage Solution Designer

* 4 servers per cluster minimum (6+ recommended)
» 2+2 erasure coding minimum (4+2 recommended)
2x NVMe SSDs for each 15x to 20x HDDs

+1 SSD per server for offloading bucket index pool
64GB RAM + 4GB RAM per OSD

Server/Cluster Specification

Design Utility Demo!

https://link.osnexus.com/veeam2pb
https://link.osnexus.com/veeam600tb
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https://link.osnexus.com/veeam2pb
https://link.osnexus.com/veeam600tb

Successful Implementation Resources

OSNEXUS Veeam Deployment Guide
https://link.osnexus.com/veeam

@ Ransomware Education Site
https://www.veeam.com/ransomware-protection.html

@ Content Library (Executive & Technical)
https://www.veeam.com/blog/first-step-to-protecting-
your-backups-from-ransomware.htmi
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